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Toward a just and 
inclusive digital future

Including everyone in system and service design is key 
to creating a digital Germany that delivers for all.

This report draws on research findings about the 
experiences of a specific marginalized group with 
the German state and, on this basis, formulates 
recommendations for state modernization and 
digital transformation for the benefit of all. 
The focus is on the question of how migrants 
— including labor migrants, students, refugees, 
and asylum seekers — experience the state 
and, in this context, digital services. For this 
report, interviews were also conducted with 
representatives from the private and public 
sectors. These include individuals from politics 
and public administration, the fintech industry, 
and other institutions involved in current debates 
and initiatives around wallet technology and its 
implementation within the framework of European 
developments regarding the EU Digital Identity 
Wallet (EUDI Wallet for short) in Germany.

The report offers concrete recommendations 
in three areas: the inclusive design of the EUDI 
Wallet; the digitalization of migration and asylum 
processes; and the intersection of social policy 
with digital identity and digitalization. These 
recommendations seek to integrate migrants’ lived 
experiences into Germany’s implementation of 
eIDAS 2.0, while also drawing attention to broader 
structural factors that shape their relationship to 
the identity ecosystem.

Secure and user-friendly digital identities could 
be a transformative foundation for Germany’s 
modernization agenda—and an enabler of 
economic growth through facilitating labor 
migration and reducing state expenditure on 
many currently paper-heavy and cumbersome 
administrative processes. While wallet technology 
holds promise for simplifying processes, reducing 
stress, and increasing access, it must also address 
systemic inequalities and avoid reinforcing 
existing disparities and further the exclusion of 
already marginalized groups. Policymakers must 
prioritize inclusive design, ensure accessibility 
for all potential users, including migrants, and 
integrate safeguards against misuse and overreach 
to secure trust and adoption. If the EUDI Wallet is 
to become one of the foundation stones of German 
state modernization and digital transformation, 
it is imperative to ensure that this stone is as 
strong and stable as it can possibly be to ensure 
that the modern German state is also inclusive 
and functional.
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Introduction

Identity documents accompany people throughout 
their daily lives. From birth certificates and ID cards 
to passports, driving licenses, health insurance 
cards, and employee IDs, a variety of identity 
documents are used daily to prove identity 
and access places, services, and opportunities 
that are open to some and closed to others. 

The European Union’s (EU) vision for a common approach to digital 
identity—the European Digital Identity (EUDI) Wallet1—is one of the 
EU’s core projects in its renewed bid for digital leadership.2 The EUDI 
Wallet is a mobile application that, according to the eIDAS 2.0 regulation,3 
all EU Member States must make available to their citizens, residents, and 
businesses within the next two years. Users of the EUDI Wallet will be able 
to manage their personal data in a privacy-preserving way, with wallet 
technology promoted as a user-friendly and user-controlled tool for storing 
and sharing government-issued and other credentials.4 

The EUDI Wallet is a leading example of a broader global trend towards 
the adoption of digital wallets for identity management, while also 
offering insights into the distinct challenges involved in establishing an 
interoperable EU-wide identity ecosystem that speaks to both shared 

1	 Regulation (EU) 2024/1183Regulation (EU) 2024/1183. 
2	 European Commission, “State of the Union Address by President von der LeyenState of the Union Address by President von der Leyen.”
3	 Regulation (EU) 2024/1183Regulation (EU) 2024/1183. 
4	 For example, electronic attestations of attributes (e.g., professional qualification) issued by authorized 

providers, offering different levels of legal assurances. Credentials (or (Q)EAAs) can be added, stored, and 
presented with the EUDI Wallet. 

https://eur-lex.europa.eu/eli/reg/2024/1183/oj/eng
https://ec.europa.eu/commission/presscorner/detail/ov/SPEECH_20_1655
https://eur-lex.europa.eu/eli/reg/2024/1183/oj/eng
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European values and national specificities and differences. If all goes 
according to plan, by 2027 all EU citizens and residents will be able to 
download an EUDI Wallet to their smartphone. They will then be able 
to use it to identify themselves and access public and private online 
services anywhere in the EU.

Germany is developing a national government-backed version of the EUDI 
Wallet alongside a certification scheme for private sector wallets through 
a participatory architecture and consultation process.5 This participatory 
approach offers a distinct opportunity. Germany’s bureaucratic system 
is often inflexible and, at times, alienating, even for those who enjoy the 
privileges of German or European citizenship. Currently, access to essential 
services such as housing, healthcare, education, and banking depends 
heavily on successfully navigating complex administrative procedures and 
identification requirements. 

The EUDI Wallet is an opportunity for Germany to modernize the country’s 
paper-heavy bureaucracy and make its services more inclusive. However, as 
this report shows, wallet technologies are no “magic bullet.” Different social 
groups have complex requirements when it comes to government services. 
If innovation initiatives are unable to meet these requirements, they risk 
exacerbating existing inequalities. Incorporating different perspectives 
into the design, development and implementation of the EUDI Wallet is 
an efficient way to address this challenge at an early stage. The inclusive 
design of the EUDI Wallet, which considers the experiences of those most at 
risk of being excluded from digital transformation, is imperative to ensure 
that these digital services meet the needs of all users—addressing risks and 
limitations and creating solutions from the outset.

5	 BMI, “Sichere digitale IdentitätenSichere digitale Identitäten.”

https://www.bmi.bund.de/SharedDocs/pressemitteilungen/DE/2024/09/eudi-wallet-sep.html?nn=9390260
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Introduction

This report draws on research into a specific marginalized group’s 
experience of the German state bureaucracy to support the development of 
Germany’s national EUDI Wallet and broader digital transformation.

By focusing on migrants’ experiences and perspectives, this report 
reveals some critical limitations of the EUDI Wallet’s transformative 
potential. If technological design and implementation choices are detached 
from discussions about systemic inequalities, they risk reproducing broader 
patterns of exclusion, which can also negatively affect different population 
groups. At this critical juncture in Germany’s digital transformation, 
migrants’ encounters with the country’s current identification practices 
expose challenges that reverberate well beyond the migrant community.

State modernization and digital transformation are top priorities for 
Germany.6 The coalition agreement of the new government has proclaimed 
a “digital-only” approach to public administration, also supported by the 
federal states.7  In this context, secure and user-friendly digital identities 
have been discussed for years as an important prerequisite for expanding 
digital administrative services and making them accessible more easily and 
efficiently.8 The report contributes to these priorities by analyzing cross-
cutting challenges experienced by migrants and their identification-related 
barriers when accessing essential services, including housing, healthcare, 
social benefits, education, integration programs, financial services, and 
mobility. Ultimately, the study assesses the potential future role of the 
EUDI Wallet in navigating these identification challenges for all users.

By mapping key identification touchpoints throughout the migration 
journey before coming to Germany, on arrival, and while living in Germany, 
the report traces which identification documents shape these processes 
and how. Against this backdrop, the report relays the case for digitalization 
from the perspective of migrants, while also highlighting the challenges 
for practitioners in the digital identity sector and the German government 
regarding the design and implementation of a digital identity wallet.

The study draws on qualitative data collected in late 2024: in-depth 
interviews with sixteen migrants of different nationalities and various legal 
residence conditions in Germany. These insights are complemented with 
interviews with twelve private and public sector representatives, including 
government, fintech, and other institutional figures involved in current 
debates and initiatives around wallet technology and its implementation. 

6	 Wray, “Germany Establishes Dedicated Digital Ministry to Accelerate ProgressGermany Establishes Dedicated Digital Ministry to Accelerate Progress.”
7	 Wölbert, “Federal States Also Support ‘Digital Only’ - but Rhineland-Palatinate WarnsFederal States Also Support ‘Digital Only’ - but Rhineland-Palatinate Warns.”
8	 See, for example, Federal Government Commissioner for Information Technology, “Nine-Point Plan for a Nine-Point Plan for a 

Digital GermanyDigital Germany.”

https://www.globalgovernmentfintech.com/germany-digital-ministry-karsten-wildberger/
https://www.heise.de/en/news/Federal-states-also-support-digital-only-but-Rhineland-Palatinate-warns-10385849.html
https://www.digitale-verwaltung.de/SharedDocs/downloads/Webs/DV/EN/9-point-plan.pdf?__blob=publicationFile&v=2
https://www.digitale-verwaltung.de/SharedDocs/downloads/Webs/DV/EN/9-point-plan.pdf?__blob=publicationFile&v=2
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Key findings and insights

Identification touchpoints are often experienced 
by migrants as complex and arbitrary, but 
cloaked in a veneer of bureaucratic objectivity. 

As the EUDI Wallet promises a secure and consistent way to digitally store 
and manage identity credentials across EU borders, there are high hopes that 
its implementation will reduce dependency on paper documents that can be 
lost, damaged, or withheld, and simplify interactions around identification 
touchpoints by reconfiguring a variety of fully in-person or partly digitalized 
procedures and aligning them with a single mobile application. 

However, full access to the functionalities of the emerging EUDI ecosystem 
requires valid Personal Identification Data (often referred to as “PID”) to 
be issued to a user’s EUDI Wallet. The issuance of this key reference data 
requires the user to obtain a means of electronic identification issued by the 
EU Member State responsible for the EUDI Wallet in question (e.g. the German 
national EUDI Wallet), usually a type of ID card or residence permit with an 
eID function issued at the highest level of legal assurance. In other words, 
not any identification data can be used to unlock the complete range of EUDI 
Wallet functions. As one interviewee from the digital identity industry put it: 
“It is a European regulation that is primarily aimed at European citizens.” 

Insights from migrants’ experiences of engaging with the state and digital 
services can inform the design and transformation for all users of German 
public services and administration, especially those who are at risk of being 
negatively disadvantaged by a growing digital divide in society. There is 
widespread frustration with Germany’s bureaucratic processes and the 
limited availability of comprehensive digital services in both the public and 
private sectors—and very limited adoption of Germany’s previous efforts to 
provide digital identification services.9 

9	 Borak, “Complex Activation, Few Uses Hold Back Digital ID Adoption in GermanyComplex Activation, Few Uses Hold Back Digital ID Adoption in Germany.”

https://www.biometricupdate.com/202507/complex-activation-few-uses-hold-back-digital-id-adoption-in-germany-research
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Marginalized groups such as migrants face additional challenges when 
navigating the country’s fragmented identity ecosystem and administrative 
apparatus. Migrants’ experiences of and interactions around identification 
touchpoints point to wider patterns of exclusion and discrimination within 
the German state and society—patterns to which not all people are equally 
vulnerable. Nationality, gender, socioeconomic background, and religion—
and, in any given situation, how others will judge one’s name, presence, 
and words in the light of these categories—are likely to influence people’s 
identification-related experiences in Germany. Preexisting inequalities and 
systemic barriers that currently negatively impact access to the German eID 
infrastructure (e.g., migrants’ access to the elektronischer Aufenthaltstitel 
[eAT]) will also affect their access and experience of the EUDI Wallet and its 
different functions. 

If migrants can only be issued a PID via the eID function of the eAT, the 
EUDI Wallet’s potential to alleviate current issues, such as language barriers, 
bureaucratic arbitrariness, and procedural complexity, is likely to be limited 
for all migrants that lack the necessary documentation and credentials. This 
is particularly the case when migrants first arrive in Germany (whether for 
work, education, or other reasons), when identification touchpoints such as 
housing, financial services, health insurance, and mobile and digital services 
are most pressing. Temporal delays in fully accessing all functionalities 
of the EUDI Wallet and other unclear issues, such as the integration of 
non-EU credentials into the EUDI ecosystem, may be resolved as global 
interoperability between identity ecosystems evolve. However, EU-wide 
interoperability between the Member States’ diverse eID and EUDI Wallet 
schemes in itself is an ambitious goal, as one technical expert comments: 
“Once the basics are in place, then we can think about how we can take this even 
further from the EU context.” 

Taking interoperability beyond the EU is as much a technological challenge 
as it is a political one—if not more so, according to another specialist: “I 
believe that we are relatively far advanced in terms of the technical protocols 
for interoperability and the whole trust infrastructure is still relatively far 
behind.” Addressing potential risks and limitations for cross-border trust 
and recognition beyond the EU will need both political will and long-term 
commitment. These are particularly significant for migrants without EU 
citizenship—for labor migrants who need to present proof of expertise, 
training and qualifications, as well as forcibly displaced migrants who may 
lack basic documentation. 
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Before coming to Germany 

For individuals from outside EU/Schengen travelling to Germany whose 
country of origin does not have a visa waiver agreement with the EU for 
short-term travel or need to apply for visa for work or other purposes.  

1	 Start visa application process.
a	 Make an appointment at the embassy and prepare required documents.  

Apart from the general eligibility requirements (proof of identity, proof 
of financial resources, no grounds for deportation), the information 
required depends on the type of visa for which the individual is applying 
(e.g., a work visa for qualified professionals comes with no German 
language requirements, a visa for vocational training requires at least 
level B1 German language skills). There are three broader categories of 
national visa (visas for employment, visas for study/training/education, 
visas for family reunification), each of which is further specified in 
different visa titles, plus the Schengen visa for short-term travel. For 
example, to obtain a qualified professional visa, an individual must, 
among other things, prove that they have the equivalent foreign 
academic or vocational qualification (or prove the comparability of their 
foreign qualification), have a concrete job offer in Germany or a valid 
employment contract, and, if over the age of 45, prove that they will earn 
an annual gross salary of at least €53,130 (as of 2025).  

EU

GermanyOutside EU

Origin

a
1 2 3

b

Overview of potential 
identification touchpoints
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Overview of potential identification touchpoints

b	 Submit visa application. Increasingly, it is possible to submit an 
online visa application via the Consular Services Portal. In this case, all 
submitted information and documents undergo a preliminary review. 
The applicant will receive information on which original documents they 
need to present at their in-person appointment.  

2	 Bring required original documents to the appointment and pay the 
application fee. Applicants over the age of 12 also need to submit 
biometric data (ten fingerprints and a facial image). 

3	 Plan journey to Germany. Provide passport number and other personal 
information to the transport company (e.g., airline).  
 

For individuals from outside EU/Schengen whose country of origin has a 
visa waiver agreement with the EU

Visa-free entry is only possible for up to 90 days of short-term travel. Visa-free short-term 

visitors cannot pursue any economic activity. If a person wants to start working immediately after 

arriving in Germany, they will need to enter the country on a visa that allows them to do so. 

1	 Plan journey to Germany. Provide passport number and other personal 
information to the transport company (e.g., airline). 

2	 Apply for ETIAS travel authorization The European Union's Electronic 
Travel Information and Authorization System (ETIAS) is expected to be 
introduced by the end of 2026. Obtaining an ETIAS authorization will then 
become mandatory for travelers from visa-exempt third countries for short-
term stays in the Schengen Area.

For individuals seeking asylum/humanitarian protection

There are only very limited opportunities to apply for resettlement. If an individual cannot 

obtain a visa or has no other authorized means of traveling to Germany, they will be forced to 

make this journey in an “irregular” manner.

EU

GermanyOutside EU

Origin

1 2
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Arriving in Germany: The first months 

For individuals from outside the EU/Schengen with or without visa 
requirements

	· On arrival in Germany, pass through border control, where the person may 
be required to produce documents other than “just” their passport and travel 
authorization (visa title or ETIAS).  

In the future, individuals will have to register in the EU’s Entry-Exit System (EES). This process 

involves the registration of biographical information, four fingerprints, and a facial image of all 

non-EU citizens crossing into EU territory, as well as date and place of the border crossing.  

EU

GermanyOutside EU

Origin
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For individuals from outside EU/Schengen with a visa who intend to stay 
longer than the visa's validity period

1	 Prepare necessary documentation to apply for a residence permit and 
make an appointment with local immigration authorities (in Berlin: 
Landesamt für Einwanderung [LEA]). This may include, for example, 
applying for the recognition/evaluation of academic or other professional 
qualifications. The fee for issuing the residence permit is usually paid at the 
appointment by card. Cash payment is often not possible. 

If any of these documents have already been submitted during the visa application process, this 

does not automatically mean that they do not need to be resubmitted. Whether documents can 

be submitted digitally (e.g., as a PDF by email or uploaded via a web platform) depends on the 

local immigration authority.

2	 If the application is submitted while the applicant’s visa is still valid, but cannot 
be processed in time, a Fiktionsbescheinigung (fictional certificate) will usually be 
issued. In this case, the applicants’ stay in Germany is extended until a decision 
is made on the application. By law, the immigration authorities are expected to 
process an application within three months, otherwise the applicant can sue them 
(Untätigkeitsklage/action for failure to act).   

People who entered Germany on a visa may have more time to make an appointment and 

apply for a residence permit than people who entered on a visa waiver, depending on how long 

the visa is valid. According to the LEA website, the application should be submitted no sooner 

than six weeks before the visa expires. However, it may take longer than six weeks to process an 

application. 

EU

GermanyOutside EU

Origin

1 2 
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For individuals from outside EU/Schengen who entered on a visa waiver 
and want to stay in Germany longer than 90 days, for education, work, or 
other reasons

1	 Make an appointment at least six weeks before the 90-day short-term 
travel period ends to apply for a residence permit at the local immigration 
authority and pay the application fee. In Berlin, this application is 
processed by the LEA. 

2	 In addition to the general eligibility requirements, the documents required 
throughout the application process vary depending on the specific residence 
permit the person is applying for. These generally include: a valid passport, a 
recent biometric photo, the current visa title (if required), proof of financial 
means (e.g., bank statement as proof of sufficient funds, proof of parents’ 
income, etc.), tenancy agreement and/or Meldebescheinigung/Anmeldung, 
proof of health insurance, educational certificates, proof of language skills 
(e.g., B1 German certificate) or the intended acquisition of language skills.  The 
fee for issuing the residence permit is usually paid at the appointment by card. 
Cash payment is often not possible.  The fee for issuing the residence permit is 
usually paid at the appointment by card. Cash payment is often not possible. 

Whether documents can be submitted digitally (e.g., as a PDF by email or uploaded via a web 

platform) depends on the local immigration authority.

EU

GermanyOutside EU

Origin

1 2 
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For people seeking asylum/humanitarian protection

1	 On first contact with one of the German authorities responsible for 
registering people as asylum seekers (federal police, regional/local police, 
asylum center, BAMF or regional/local immigration authorities), individuals 
undergo an identification procedure. If they are over the age of six, their 
fingerprints are taken.  
These data are transmitted to the Central Register of Foreigners 
(Ausländerzentralregister). After this first step, the individual receives the 
Ankunftsnachweis (“proof of arrival”), which acts as a provisional residence 
permit. 

2	 Once a person has formally applied for asylum, they receive the 
Aufenthaltsgestattung. This acts as a provisional residence document, valid 
until a decision has been made on the asylum application, and allows them 
to receive social benefits under the AsylbLG. The Aufenthaltsgestattung has 
to be renewed regularly until a decision has been made on the application. 
It is issued for up to six months while a person is living in an asylum 
accommodation and for up to twelve months afterwards. 

In order to apply for asylum, individuals need to provide immigration authorities with various 

documents to “make their case.” If they do not have certain documents with them, such as their 

passport, this is likely to delay the overall process and could potentially also have other negative 

consequences.  

3	 Participate in “integration measure” (e.g., German classes), if eligible. 

4	 Get access to financial services. People seeking asylum usually do not qualify 
for a “regular” bank account, only for a Basiskonto (Basic Account).  To apply 
for a Basiskonto, individuals must provide a valid proof of identity and fill 
out an application form. Since the introduction of the so-called BezahlkarteBezahlkarte, 
it has been used as a prepaid debit card for asylum seekers. Although the 
Bezahlkarte was initially conceived as a means of promoting financial 
inclusion for asylum seekers and reducing bureaucratic workload,  it has 
since evolved into a tool for restricting their financial behavior.

EU

GermanyOutside EU

Origin

1 2 3 3
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For anyone coming to Germany for a shorter or longer period of time 

Finding a place to live and register an address with the Citizens’ Office  

(getting an Anmeldung/Meldebescheinigung). 

	· To apply as a tenant, landlords will usually ask for the three most recent 
payslips, a Mietschuldenfreiheitsbescheinigung (proof that the applicant 
has no rental debts, signed by the previous landlord), a Schufa credit 
rating, a copy of the Personalausweis, eAT or passport, and a proof of 
address showing that the person has lived at the address given on the 
Mietschuldenfreiheitsbescheinigung. The Anmeldung/Meldebescheinigung is an 
essential document required for many other processes.

Getting a SIM card.

	· As of 2017, SIM cards must be registered and the SIM card holder must 
undergo an identification process, either in person or via the German eID 
infrastructure, VideoIdent or PostIdent. Either way, this process requires 
a valid identity document, such as the Personalausweis, an eAT or a 
passport, sometimes in combination with an Anmeldung/Meldebescheinigung. 
Which documents are accepted also depends on which identification 
processes are offered at the point of sale. 

Opening a bank account. 

	· The procedure depends on the bank and the type of account. Individuals 
must undergo an identification procedure, either in person, via eID, 
VideoIdent, or PostIdent. Which documents are accepted also depends on 
the identification procedure. Generally, applicants will be required to provide 
proof of residence in Germany and information on their income, which may 
include the German tax identification number or, for students, university 
enrolment certificate. Non-German citizens will also be asked to provide 
information about their immigration status/residence permit.  

Get (health) insurance.
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Living in Germany

For individuals from outside the EU/Schengen who entered the country 
with or without a visa and have applied for a residence permit

	· Apply for residence permit while visa is valid (see above). Make an 
appointment to collect residence permit once it has been granted. The 
residence permit is usually issued as an eAT in cheque card format. In some 
cases, it is still issued as a sticker that is glued into the passport. Additional 
provisions (e.g., relating to employment) are usually recorded on an additional 
fold-out sheet of paper (Zusatzblatt). Both the eAT/sticker and the Zusatzblatt 
refer to each other. Depending on the expiry date of the initial visa, the 
residence permit may be issued more than a year after first arriving in Germany.  

For people who have applied for asylum/humanitarian protection

In 2024, the “average” asylum procedure lasted around eight months. While 
their asylum application is being processed, all applicants must live in an official 
asylum accommodation for some time. This time period can vary considerably, 
with a general maximum of 18 months. Families are supposed to leave the 
accommodation after a maximum of six months, while others must stay for 
longer than 18 months. During their time in the accommodation, individuals 
are subject to Residenzpflicht—applicants cannot leave their assigned area of 
residence without requesting permission to do so, thus suffering from a drastic 
restriction of their mobility rights. The Ankunftsnachweis/Aufenthaltsgestattung 
indicates whether a person is subject to the Residenzpflicht. Once a person 
has left the accommodation, they are generally no longer subject to the 
Residenzpflicht (if they have been in Germany for at least three months), 
meaning that they are still required to live in the area to which they have been 
allocated (Wohnsitzauflage), but can visit other places in Germany without 
having to ask for permission. If they want to live somewhere else, for example to 
be reunited with family members, they must apply for relocation. 

EU

GermanyOutside EU

Origin

1 2 



The EUDI Wallet in Germany: Harnessing Digital Transformation for Migrants 18

Overview of potential identification touchpoints

	· Although theoretically possible (after three months at the earliest), it is not 
very common for applicants for protection to apply for a work permit and 
enter the labor market before they have been granted asylum. As soon as a 
person has been granted asylum, they must register with the Jobcenter and 
take part in “integration measures,” if they have not already been doing so. 

	· Only after 36 months are asylum applicants eligible for “regular” social 
welfare benefits and health insurance. Until then, they are granted social 
benefits under the Asylum Seeker Benefits Act.  
 

For anyone living in Germany for a longer period of time 

	· Interact with federal/local authorities on a variety of issues (e.g., converting 
one’s driver’s license, applying for child benefits, etc.). People who have 
applied for asylum (but have not been granted a residence permit yet) are 
only entitled to social benefits under the Asylum Seeker Benefits Act. 

	· In Berlin, in particular, many people don’t find long-term accommodation 
straight away and have to keep moving (each time going through the 
application process and, if successful, registering their new address with the 
Citizens’ Office).
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Identification opportunities and challenges

Increased efficiency and lower administrative burdens

While digitalization is often discussed in abstract or technical terms, 
migrants expressed both optimism and practical insight about how 
digital tools could simplify everyday interactions with the state and 
reduce systemic inequalities. Migrants identified the potential of an EUDI 
Wallet to improve efficiency, security, inclusivity, reduce costs, and promote 
language justice. 

“I would like them to be aware that many bureaucratic applications are very 
complex to use.” 

Migrant who has obtained German citizenship, arrived in Germany in 2017

Additionally, digitalization holds the potential of minimizing inequalities and 
differential treatment among migrant groups by standardizing procedures. 

When digitalization measures are transparent, rights-based, and aligned with 
the needs and concerns of users, they can offer an opportunity to create more 
efficient tools, systems, and procedures that reliably reach as many users as 
possible. To realize this potential, the specific use conditions and needs of 
diverse population groups—including migrants—must be integrated into the 
design, development, and implementation of digital systems from the outset. 
Only then can digitalization measures achieve the intended efficiency gains 
in practice, genuinely simplify administrative processes and engage a broad 
user base.

Lack of accountability and oversight

Regarding digitalization, migrants expressed concerns about 
surveillance and location tracking, AI misuse, exclusion risks, and lack 
of awareness. Mistrust is often linked to previous experiences of exclusion 
and even persecution. For many, the idea of storing sensitive personal data 
in a digital identity system raises fears not only about privacy but also about 
safety and political vulnerability across borders. 

Additionally, digital tools, especially those driven by AI, may improve 
surface-level efficiency, but they cannot replace the need for systemic 
reform. Without confronting the underlying inequalities and institutional 
blind spots embedded in public services, digitalization risks entrenching the 
very problems it aims to solve. 
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Identification opportunities and challenges

“It makes you feel very vulnerable. Knowing that anything can really fail you in the 
face of the system. Why? Because they can just pull you out at any time, right? This 
is … it kind of dehumanizes you, right?”

Migrant on a freelance visa, arrived in Germany in 2017

Governments’ digital identification efforts are being associated with other 
digital technologies that enable new forms of data collection, AI-assisted 
analysis, and geolocation tracking, and thus risk being perceived as tools 
of control rather than empowerment, particularly for precarious migrants 
such as asylum seekers, Duldung holders, or undocumented individuals. 
Structural issues will also need to be addressed (e.g., how to ensure that 
anyone who wants to use an EUDI Wallet has access to it and can use it well, 
balancing responsibilities that the EUDI Wallet places on the user to manage 
their own credentials or to have/maintain access to a smartphone with 
benefits of use). 

Digitalization can mitigate some challenges, such as the risks of everyday 
racism and discrimination in face-to-face interactions with bureaucrats. 
However, it also removes the potential for positive, discretionary 
interventions by empathetic bureaucrats who may facilitate processes 
out of goodwill. Striking a balance between reducing the risks of bias and 
maintaining the human flexibility to address unique circumstances is a 
critical challenge.

Confusion around eID and risks of deepening inequalities

As with much of the German public’s understanding of digital identity,10 among 
migrants there is considerable confusion about the existing eID function, 
dissatisfaction with its complexity and lack of usability, and mistrust 
of digital identification practices and the personal information collected. 
While knowledge about and usage of German eID infrastructure is generally 
low, migrants face the additional challenge that access and information are 
provided by immigration authorities rather than municipalities. These are 
usually understaffed, operate according to different rules and principles, and 
may only provide support in a limited number of languages. 

“It is really unnecessary. If I receive an identity document that has digital 
capability, the minimum I would expect to receive in that letter with that 
document stating these are the services that you can access using this card. But 
I don’t have the slightest idea what it would be useful for me to activate this 
eID. I haven’t used it at all. I couldn’t install it, so I don’t care, right? I mean, I 
don’t see the value of this service.”

Migrant with a freelance visa, arrived in Germany in 2017

10	 Borak, “Complex Activation, Few Uses Hold Back Digital ID Adoption in GermanyComplex Activation, Few Uses Hold Back Digital ID Adoption in Germany.”

https://www.biometricupdate.com/202507/complex-activation-few-uses-hold-back-digital-id-adoption-in-germany-research
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Identification opportunities and challenges

Digitalization was not a priority for all migrant groups. Many precarious 
migrants expressed skepticism about digitalization, seeing it as a tool that 
does not serve “people like me.” This reluctance suggests that digital identity 
initiatives must be considered within a broader framework of social and 
legal inclusion, rather than being treated as a standalone solution. More 
privileged migrants—those with financial resources, social connections, or 
higher digital literacy—are better positioned to be aware of and benefit from 
new digital technologies. Digital technologies do not inherently dismantle 
the inequalities embedded in broader migration processes. Indeed, they 
might reproduce or exacerbate them. 

Broader systemic barriers to inclusive access

Like many Germans, migrants identified delays, arbitrary and unclear 
requirements, language barriers, reliance on physical documents, 
duplication, and discrimination as systemic barriers in their attempts to 
meet Germany’s bureaucratic requirements.

Effects are far reaching and often reproduce preexisting structural 
inequalities based on nationality, race, religion, legal status, and 
socioeconomic background. Migrants frequently report experiences of 
discrimination when dealing with public administrators and bureaucrats 
at refugee accommodations, the Berlin State Office for Immigration, and 
local municipalities. These experiences are not merely uncomfortable on 
an individual or interpersonal level—they can have a marked effect on 
migrants’ trajectories in the country.

“These are problems that I have that have nothing to do with my legal status through 
my asylum process, but rather these are problems I have because of my name, my 
identity as a migrant.”

Migrant with refugee status, arrived in Germany in 2019

Systemic barriers often restrict access to housing, healthcare, social benefits, 
education, banking, and SIM cards. While these challenges also affect 
citizens, migrants often find themselves in a more precarious position due 
to limited resources, smaller support networks, and language barriers that 
further restrict their access to public and private services. 

Ultimately, the form and content of the identification documents 
provided to migrants does impact their mobility, rights, and well-being. 
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Identification opportunities and challenges

Participatory design and inclusive innovation 

Interviews with key stakeholders in the digital identity sector positively 
highlighted the participatory architecture and consultation process for 
developing and implementing the national EUDI Wallet in Germany. In 
theory, public engagement can align and enrich technological design and 
development processes, making them more accessible and inclusive. However, 
from a user-centered design perspective, the success of this approach depends 
on how effectively and how early it incorporates a variety of voices. 

“You do not fulfill this user-centricity goal if you don’t include the user from the 
beginning.”

Digital identity expert 8 (science and research)

The consultation process for the EUDI Wallet has so far been dominated by 
industry stakeholders, thus the question of diversity in participation poses a 
significant challenge.

“In these consultations you also have to see who is able to participate there. What 
I have seen is that it is mainly profit-driven organizations that participate there 
[and] lobbyists from industry. Just because something is open for everyone, it doesn’t 
mean that everyone can afford to participate.”

Digital identity expert 7 (science and research)

Although Germany’s participatory architecture and consultation process is 
a rare example of a more open approach to technology design, interviews 
revealed the need for a wider set of stakeholders, particularly including 
representatives of different civil society groups, to be involved more 
effectively—including organizations and movements that advocate 
for, and are led by, marginalized groups and individuals. Otherwise, the 
EUDI Wallet is likely to affect people’s lives in unintended ways, providing 
uneven benefits and disadvantages and failing to address the practical needs 
and everyday realities of different user groups and stakeholders, including 
migrants and other vulnerable populations.
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Conclusions 

Currently, like many vulnerable groups, migrants in Germany must navigate 
a bureaucratic landscape riddled with federal complexities, high language 
barriers, unpredictable delays, and the risk of discrimination. In theory, 
digital identity wallets offer significant potential to transform migrants’ 
everyday experiences of fragmented identity systems by streamlining their 
access to essential rights and services, promising faster processes, enhanced 
security, reduced costs, greater inclusivity, and equality. 

The design and implementation of Germany’s national EUDI Wallet could 
provide important opportunities for many different stakeholders, including 
vulnerable groups such as the elderly, disabled, and migrants to contribute 
their perspectives to this technological development process, as envisioned 
by the German participatory approach to its implementation. However, 
digitalization of government and administration must contend with 
inherent tensions between empowerment and control, in particular where 
digitalization efforts overlap with the realities of contemporary migration 
governance and global borders. 

Technological solutions alone cannot resolve issues arising from 
broader systemic barriers and inequalities that restrict how migrants 
can contribute to and benefit from innovations such as the EUDI Wallet.

For the ongoing transformation of the German identity ecosystem, the 
challenges outlined in this report must be taken as a starting point, to 
not merely digitize existing requirements and procedures, but to use 
digitalization as an opportunity to improve them for the benefit of all 
users—not just vulnerable groups such as migrants. For non-EU migrants 
to fully access all functionalities of the EUDI Wallet, they must possess 
an electronic identification document issued by the EU Member State 
responsible for the EUDI Wallet in question. Any obstacle to the acquisition 
of such a means risks excluding people from the full range of potential 
benefits of the EUDI Wallet. For individuals who are citizens of non-EU 
countries—including labor, forcibly displaced, and irregular migrants—
these pathways to inclusion can be of varying complexity, depending in 
particular on their legal status and country of origin. People without a valid 
passport or other internationally recognized proof of identity face different 
barriers than people arriving in Germany on a work visa. But in each case, 
the issuance of the PID and other credentials to an EUDI Wallet would be 
predicated on a completely different user journey than for people with 
German citizenship or citizens of other EU Member States using the EUDI 
Wallet of their respective EU country of origin. 
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Conclusions 

Going forward, it thus cannot be overstated how important it is to consider 
the interconnectedness of identification requirements and all aspects of 
life, and how introductions and changes in one area can have consequences 
elsewhere, not least for those who cannot or do not wish to use a product 
such as the EUDI Wallet. 

If the EUDI Wallet is to become one of the foundation stones of 
German state modernization and digital transformation, it is 
imperative to ensure that this stone is as strong and stable as it can 
possibly be to ensure that the modern German state is also inclusive 
and functional. 
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Recommendations 

This report offers recommendations in three areas: the inclusive design of 
the EUDI Wallet; the digitalization of migration and asylum processes; and 
the intersection of social policy with digital identity and digitalization. These 
recommendations seek to integrate migrants’ lived experiences into Germany’s 
implementation of eIDAS 2.0, while also drawing attention to broader 
structural factors that shape their relationship to the identity ecosystem.

For the EUDI Wallet

Increase adoption and strengthen user experience by addressing and 
investing in a variety of user journeys and use cases.

	· Adapt user-centered design methods to account for diverse lived 
experiences, including those of migrants and other marginalized 
communities.

	· Develop both general and sector-specific strategies for international recognition 
and use of digital credentials, including trust frameworks and mutual 
agreements for recognizing and integrating foreign credential issuers into the 
emerging EUDI ecosystem.11

	· Address gaps in EUDI Wallet accessibility resulting from eID requirements 
for PID issuance and develop strategies to mitigate them. 

Increase adoption and use through strengthening understanding by 
increasing language inclusivity.

	· Use clear, accessible language to explain rights, obligations, and services. 

	· Make all application guidelines and migrant rights information available in 
multiple languages, not just German or English.

	· Offer support taking into account the needs of different user groups in 
multiple formats (e.g., video tutorials, FAQs, help desks) and languages.

Increase trustworthiness by reducing the risk of “oversharing.”12

	· Provide clear information on the EUDI Wallet’s design, features, risks, and 
comparison with other digital identification options.

	· Require relying parties to hold registration certificates and be listed in a 
public registry, with special attention to entities accessing data of vulnerable 
groups such as migrants.

11	 For example, in education, including student IDs, academic diplomas, and other academic qualifications, 
also from non-EU institutions.

12	 Marsman et al., “How Does the EU Digital Identity Wallet Change the Risk of Over-Sharing Data? How Does the EU Digital Identity Wallet Change the Risk of Over-Sharing Data? .”

https://ceur-ws.org/Vol-3737/paper41.pdf
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Recommendations 

	· Use clear visual cues in the wallet interface—for example, a green tick for 
authorized data requests and a red tick for unauthorized ones—to help users 
understand what data is appropriate to share for a given service.

Strengthen ecosystem by ensuring digital identity innovation reflects 
the interconnectedness of identification procedures across contexts. 

	· Conduct holistic, ongoing assessments to identify and mitigate unintended 
consequences, including for those who opt out of using an EUDI Wallet.

	· Strive for a consistent user experience across use cases and user groups, as 
differing rules and processes (e.g., for credential issuance) increase cognitive 
load and risk frustration.

Increase wallet “value” (and thus use) by investing in wallet 
interoperability and data portability beyond the eIDAS ecosystem.

	· Ensure users can easily and securely issue credentials and onboard to 
different wallets from different vendors and/or governments, also across 
multiple devices.

For digitalization efforts

Expand digital administrative services and cost savings by building on 
best practices and tools already used and valued by migrants.

	· Involve vulnerable groups in technology design and implementation. 
Specifically, consult civil society organizations led by and for migrants, as 
they have the strongest community reach and play a vital role in supporting 
and informing migrants.

	· Ensure consultation and participation processes are accessible to all 
stakeholders.

Invest in user-centered, rights-based, and digital-first public services 
for migrants to increase administrative efficiency — only with high 
usage does digitalization fully realize its efficiency potential.

	· Use digital tools to ease administrative burdens, particularly the repeated 
submission of documents.13

	· Implement digital literacy training and capacity building for public 
administration staff to prepare for increasingly digitalized procedures.

	· While investing in digital-first public services, ensure that offline pathways 
remain available and easily accessible for those who cannot or do not want 
to use digital options.

13	 For example, for migration status–related matters, establish a single platform to book appointments, 
submit applications, and track status.
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Recommendations 

Commit to the responsible use of AI in both public and private sectors 
in line with the EU AI Act…

…to strengthen trust in the use of AI by governments. AI systems in 
sensitive areas such as border control and asylum (e.g., language or dialect 
identification) should be treated as high-risk and subject to strict oversight 
and accountability, if not completely avoided.

For digital identity and social policy

The following recommendations center the lived reality of migrants, particularly 
their experiences of how identification procedures and their (potential) 
digitalization can either reinforce or reduce structural barriers to accessing basic 
services. The aim is to ensure that the digitalization of public administration 
and the introduction of digital applications such as the EUDI Wallet reduce 
existing access barriers and contribute to more efficient, accessible services for a 
broad user base, rather than entrench existing barriers.

Improve the accessibility of the German identity ecosystem through 
clearer documentation requirements and more standardized 
procedures—since residency status is a key prerequisite for access to the 
eID and thus the EUDI Wallet.

	· Establish consistent, comprehensible, and publicly accessible guidelines—
including in digital form and with the option to submit documents digitally—to 
explain which documents are required for residence, asylum, and citizenship 
applications, how these applications are processed, and how long processing is 
expected to take, in order to reduce administrative burdens for both applicants 
and public officials alike.

	· Eliminate disproportionately strict documentation requirements that 
disregard people’s life circumstances and their journeys to Germany, 
which can also ensure that digital applications such as the EUDI Wallet are 
accessible to as many users as possible.14 

14	 For example, individuals with subsidiary protection status should not be required to obtain passports 
from their countries of origin (Passbeschaffungspflicht) to verify their identity to German authorities, 
particularly when these states are responsible for the persecution that led to their displacement. 
Förderverein PRO ASYL, Passbeschaffung im Aufenthaltsrecht: Rechtliche Verpflichtungen und Grenzen Passbeschaffung im Aufenthaltsrecht: Rechtliche Verpflichtungen und Grenzen 
der Zumutbarkeitder Zumutbarkeit.

https://www.proasyl.de/wp-content/uploads/240314_B_PA_Passbeschaffung_Einzel_lang_A4.pdf
https://www.proasyl.de/wp-content/uploads/240314_B_PA_Passbeschaffung_Einzel_lang_A4.pdf
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Recommendations 

Increase trust in public authorities and the German state by 
strengthening data privacy and consent.

	· Develop clear protocols requiring administrative staff and other 
representatives of executive agencies to obtain informed consent from all 
users, especially marginalized and vulnerable groups such as asylum seekers 
when handling their documents, devices, and data, ensuring data protection 
standards equivalent to those afforded to citizens. 

	· If the Central Register of Foreigners (Ausländerzentralregister) continues to 
be used as the base registry for administrative data exchange on migrants, 
data accuracy must be ensured, access strictly limited to specific purposes, 
and oversight enhanced. Individuals must be transparently informed about 
who accesses their data and why.15

Strengthen inclusion and equality by enhancing discrimination 
prevention and response measures and leveraging digitalization to 
support feedback and complaints mechanisms. 

	· Implement mandatory intercultural competency training for officials 
in (local) public administration—including on the handling of digital 
administrative services and identification procedures—to help prevent 
discriminatory and arbitrary practices16 

	· Increase awareness of available digital resources, such as the AnDi AppAnDi App. 

	· Provide accessible, multilingual information on migrants’ rights to help 
them contest mistreatment and discrimination.17

15	 See Gesellschaft für Freiheitsrechte, “Stellungnahme der Gesellschaft für Freiheitsrechte e.V. zum Entwurf Stellungnahme der Gesellschaft für Freiheitsrechte e.V. zum Entwurf 
eines Gesetzes zur Anpassung von Datenübermittlungsvorschriften im Ausländer- und Sozialrecht  (DÜV-eines Gesetzes zur Anpassung von Datenübermittlungsvorschriften im Ausländer- und Sozialrecht  (DÜV-
AnpassG)AnpassG).”

16	 Extend the mandate of existing diversity and anti-discrimination initiatives, such as the LADG 
Ombudsstelle in Berlin, to ensure accessibility for migrants, including non-German speakers.

17	 Inform asylum seekers specifically about their rights to cell phone data privacy to prevent overreach. 
Promoting digital rights awareness not only safeguards dignity, autonomy, and legal protection but also 
fosters inclusive participation in an increasingly digital society.

https://www.diskriminierung-berlin.de
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
https://www.bundestag.de/resource/blob/986094/730ae0f3ba05b07053fa9d126bfa8b78/20-4-375-I.pdf
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Recommendations 

Strengthen adoption by reforming accessibility and eligibility 
requirements for (digital) public and private sector services to meet 
the needs of all users, including but not only vulnerable migrants.

	· Remove documentary requirements and administrative procedures that 
disproportionately affect vulnerable groups and prevent them from accessing 
basic rights, benefits, and opportunities, thereby putting them at heightened 
risk of social exclusion.18

	· Ensure that all people—including citizens without health insurance, asylum 
seekers and people without regulated residency status19—have equal and 
secure access to healthcare20 and digital health services, and are not excluded 
from these due to missing or unrecognized identification documents.  

	· Ensure discrimination-free access to cashless payment transactions and other 
digital financial services by ensuring everyone has access to a basic bank 
account and debit card with no withdrawal or other limits,21 including people 
experiencing homelessness and irrespective of their migration status.22

18	 Two concrete examples: First, the standard requirement of a registration certificate (Meldebescheinigung) 
for access to (digital) services disadvantages those who have difficulty finding stable housing. Second, 
residency restrictions (Residenzpflicht and Wohnauflage) severely limit the freedom of movement of 
asylum seekers and impede their access to support services in welcoming communities, including advisory 
and outreach services that inform them about available digital services and assist with their setup and use.

19	 For the use of vouchers for uninsured people, see Stötzler and Kaifie, “Healthcare for Individuals without Healthcare for Individuals without 
Health Insurance in GermanyHealth Insurance in Germany.”

20	 Gesellschaft für Freiheitsrechte, Ohne Angst zum ArztOhne Angst zum Arzt.
21	 Where payment cards (Bezahlkarte) are used, they must protect privacy and financial autonomy, allowing 

free use for payments, withdrawals, and transfers without limits or monitoring. This concept was piloted 
with the SocialCard project in Hanover. 

22	 In line with the Payment Account Identity Verification Regulation (Zahlungskonto-Identitätsprüfungsverordnung 
[ZIdPrüfV]), banks can accept an arrival certificate (Ankunftsnachweis) or a certificate of suspension of 
deportation (Duldung) to verify a person’s identity for the purpose of concluding a payment account contract. 
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